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Thanks for taking the time to download this ebook.  These observations 
come from a decade of experience in computer security, at a variety of 
corporate and government organisations.  

 Many of these risks have been around for a number of years now, and 
while the bigger companies out there are usually addressing these 
problems, they are often still overlooked by smaller companies who 
have limited time and expertise to deal with such issues.  I hope you 
find the advice useful – there’s a checklist at the end which makes it 
easy to tick off the items that you’ve dealt with. 

 

USB sticks 

 

 

USB sticks can be an incredibly convenient tool for transferring files.  They 
can carry vast amounts of data, and hang off a keyring.  What could be 
better? 
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The problem comes from how they’re used – if it’s done in a controlled 
manner, then the benefits can outweigh the risks.  This is where a policy 
on their use should be created. 

USB sticks should always be automatically encrypted.  Over recent years 
the headlines have consistently shown that government departments and 
large corporations have lost vast amounts of data through the use of 
unencrypted sticks.  This data could end up anywhere, and if it’s sensitive 
information that’s been lost it could end up in the press.   

The short amount of time required to implement a policy and a technical 
control around this far outweighs the cost of reputational damage. 

How To Fix: 
Get your IT people to send out what’s known as a “group policy” to all of 
your laptops and PCs which enforces encryption on USB devices.  If the 
device is lost or stolen, there’s minimal chance of the data being released. 

The written policy should also state that personal USB sticks must not be 
used, as this often results in malware such as viruses being introduced to 
the company network having been inserted into unprotected PCs at 
home. 

 

 

File-sharing sites 
Although the news portrays the biggest threats as being the lone hacker, 
halfway across the world trying to break into your systems, there’s a 
problem much closer to home which needs to be 
addressed – the insider threat.  This doesn’t just 
happen at large corporations with thousands of 
employees – it can happen even at small companies, and the effects can 
be devastating.  

As with USB sticks, online file-sharing sites such as Dropbox and Google 
Drive allow huge amounts of data to leave your organisation’s control.  



Five Cyber-Security Risks Happening In Your Legal Firm Right Now. 

 pg. 4  FoxSecurity – CyberSecurity Consultancy - 0161 726 5997 – 
DavidH@FoxSecurity.co.uk  www.FoxSecurity.co.uk 

 

If an internal employee sets up an account on one of 
these services, they could exfiltrate all of your 
company’s data in a matter of hours (depending on your 
internet connection).  At this point, all control of the 
data has been lost – it could be copied anywhere, even 
to a competitor, and once this has happened, there’s no way to get the 
genie back in the bottle. 

 

How To Fix: 
Prevention is key here.  Sites such as these should be blocked on the 
whole, with a carefully chosen, set-up and monitored provider being the 
sole method of online file storage/sharing.   A paid-for account on most of 
these services is essential to be able to get the usage reporting necessary.  
Ensure you have backups of all data which is copied into one of these 
services. 

If workable, the chosen system should use what’s known as two-factor 
authentication, with a company-owned mobile phone.  This gives an 
added layer of protection against someone outside the organisation 
guessing or discovering the password and gaining access to all that 
information. 

 

 

 

 

Personal phones holding company data 
Many companies allow staff to pick up business email on their personal 
devices.  It’s a convenient way of accessing urgent messages whilst on the 
move, and allows staff to respond quickly to queries which might crop up.   
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The issue 

Personal smartphones are unlikely to have been set up with data security 
in mind.  Encryption (yes – that again) is unlikely to be switched on by 
default, and the device might not even need a code to be unlocked.   
There’s also the danger of malware running on the device – a significant 
percentage of devices out there are infected giving the attacker access to 
all data on it – and that could be your sensitive company info. 

How To Fix: 
There’s no cheap fix for this.  The best approach is to use a mobile device 
management solution, also known as an MDM.  This allows the business 
data to be controlled by your IT team – letting them encrypt the data and 
store it separately from the personal info on the phone.  It also allows 
them to remotely wipe the company data should that person lose their 
phone or leave the company.  If your budget can’t stretch to 
implementing an MDM, the alternatives are to provide a secure, 
company-owned device, or to disallow all use of personal devices – 
unfortunately there isn’t a cheap workaround for this situation. 



Five Cyber-Security Risks Happening In Your Legal Firm Right Now. 

 pg. 6  FoxSecurity – CyberSecurity Consultancy - 0161 726 5997 – 
DavidH@FoxSecurity.co.uk  www.FoxSecurity.co.uk 

 

 

Old Equipment Disposal 
That old laptop has seen better days, and now you’ve replace it with a 
shiny, faster new one.  Have you ensured that all of the data has been 
erased from the old machine?   

 

It’s not enough to just format that old device – the data will still remain.  
Think of it as a book.  Formatting just removes the index page – but the 
rest of the data is still there and easily retrieved. 

What about your old servers, phones, routers etc?  All of those could 
contain sensitive information.  Even humble printers often have some 
storage within them that can contain previously printed documents. 

 
How To Fix: 
It’s easily dealt with – for laptops, PCs and servers, there are plenty of 
disk-wiping tools freely available on the internet.  These repeatedly write 
over the old data with random characters, so there’s no way to recover 
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the original information.  Once complete, these devices can be 
resold/disposed of without fear. 

With network devices such as routers or switches, it’s a little more 
complicated.  Ideally you would ask your IT people to erase the 
configuration, which will get rid of any stored passwords.  This is 
important, as many similar devices have found their way onto eBay with 
their old configs intact, and the people who buy such second-hand 
equipment are often savvy enough to know how to try out those stored 
passwords against your systems.  It’s better to be safe than sorry.  

Printers are handled slightly differently.  
They can be opened, and the storage 
devices removed and wiped by connecting 
to a PC and using the software mentioned 
earlier.   

There are also computer recycling 
companies who will handle all of this for 
you.  Many will take away the old 
equipment for free, wipe the data, and 
then sell it on themselves.  If you use a company for this, they must 
provide certificates to prove that devices were handled and wiped 
correctly, and you must verify this periodically to ensure your information 
is being kept safe. 

 

 

“Unpatched” Equipment 
You’re probably used to your PC updating itself on a monthly basis (and if 
it doesn’t, then that’s a question for your IT people as to why not).   
It’s a fact that the software you’re using is written by people, who can 
and will make mistakes.  The millions of lines of code that make up 
something like Windows 10 means that there are bugs in the code which 
can be exploited to take control of a system.  These bugs are known as 
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‘vulnerabilities’, and they are constantly being discovered – there are 
dozens found each day in software and systems from all manufacturers.  
They are categorised on a scale of 1 to 10, with 10 being an issues that 
could allow a remote person to take full control of the device without any 
knowledge of usernames or passwords. 

 

‘Patches’ are the software 
snippets that fix these 
vulnerabilities.  It’s highly likely 
that your IT department is 
patching you computers and 
laptops, but there are other 
places which are often 
forgotten about. 

The first of these is the 
perimeter of the network – the 
point where it connects to the 

wild-west of the internet.  A vulnerability on the firewalls and routers 
here could be a costly mistake, allowing an attacker a foothold into your 
network, or a point where they can watch (and steal) all of the data going 
past.   

 

How To Fix: 
Ensure that your company scans for vulnerabilities on a regular basis, 
patching any issues which are found.  Make sure that perimeter devices 
such as firewalls are given the highest priority, and work your way 
inwards from there.  Make sure that every device is scanned – even 
printers, smart screens or anything else which is connected to the 
network.  Until you have a complete understanding of the vulnerabilities 
on your network, you won’t be able to manage the risk effectively.   
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We hope this information has been useful.  Use the checklist below to 
understand how many of these issues are a problem within your 
company. 

 

USB Stick Policy Created 

 Personal USB sticks forbidden from use in company devices 
 USB sticks are auto-encrypted when used in PCs and laptops 
 USB sticks are securely wiped before disposal 

File Sharing Site 

 File-sharing site selected 
 Does it offer data encryption while transferring to/from it? 
 Does it offer encryption of data in storage 
 Does it offer reporting on data access/usage 
 Does it allow separate accounts for each individual accessing it? 
 Does it allow two-factor authentication such as using mobile 

phone for a PIN number? 
 Do they store the data in suitable geographic regions? 
 Are all other file sharing options forbidden by policy, and blocked 

from being accessed? 

Personal Phones Holding Company Sensitive Data 

 Do you use a Mobile Device Management (MDM) solution? 
 Does the MDM store data separate to the owner’s data? 
 Is company data encrypted on the device? 
 Can the solution remotely wipe company data? 
 Does the device enforce a suitable password/code? 

 

Old Equipment Disposal 

 Are all hard disks securely overwritten with multiple passes before 
disposal 
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 Do network devices have their configs deleted before disposal 
 Do network printers have their hard disks wiped before disposal? 
 Are all server storage devices securely wiped before disposal? 
 If outsourced, do you receive confirmation/certificate of 

destruction for data? 
 

Unpatched Equipment 

 Is a regular scan set up for perimeter vulnerabilities? 
 Does the scan output get reviewed, triaged, and remediated in a 

timely fashion? 
 Does the internal network get vulnerability scanned? 
 Are printers, ‘smart’ devices, and all other networked devices 

scanned in addition to PCs, servers and laptops? 
 How quickly are the following classifications of vulnerability dealt 

with: Critical, High, Medium and Low? 
 Is there an automated solution in place to handle and report on 

the above? 

 

 

 Fox Security offer a vulnerability scanning service which gives a full 
in-depth report on the threats your company is facing on a fixed 
schedule – be it daily, weekly or monthly.  The report is manually 
created, and gives expert analysis on the reality of the threats faced 
by your company, along with pragmatic advice on how to fix the 
issues.  We are also available to carry out internal network 
scanning.  

 We also offer a full range of IT security consultancy services.  
 Get in touch on 0161 726 5997 or contact 

DavidH@Foxsecurity.co.uk for more information. 
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